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Average reading time: 7 minutes.

LoRaWAN
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LoRaWAN® protocol emerged with the popularization of technologies that provide connectivity to meet the market’s
need for Internet of Things (loT) requirements. First, it is important to understand that Lora and LoraWan are different
technologies. LoRa is a wireless modulation technique based on Chirp Spread Spectrum (CSS) technology that enables

long-distance communication with low power consumption.
On the other hand, LoRaWAN is a LPWAN (Low Power, Wide Area Network) protocol designed to connect wireless


https://lora-alliance.org/about-lorawan/#

devices, built on LoRa modulation. In the tutorial, we will be using the SiP_HTLRBL32L microcontroller that comes with a
LoRA radio transceiver, aiming to send data over the Lora network.

Tools:

Wise Studio IDE to compile the code;

Termite to visualize the board's serial;

RF-flasher software to write the firmware to the board;
Git installer.

HTLRBL32L board;

FTDi module to connect the board to the computer.
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1. LoRaWAN Architecture

Before starting the tutorial it is important to understand how the architecture of the protocol works. LoORaWAN network
is deployed in a star-star topology, which typically consists of the following elements, as shown in image 1:



End Nodes Gateway Network server

Image 1: LoRaWAN network architecture. Source: The author.

- End Nodes - Sensors or actuators send wireless messages with the LoRaWAN protocol to the gateways or receive the
messages back from the gateways.

-> Gateways - They are the receivers of the messages sent by the End Nodes and forward these messages to the
NetWork server.

-> Network Server - Manages the information sent by the gateways.

1.1 Gateway



The gateways are connected to the network server through standard IP connections and act as a data bridge between
the End Nodes and the Internet network, by simply converting RF (Radio Frequency) packets into IP packets and vice versa.

2. Basic gateway configuration

To set up a gateway you will need to create an account on thethingsnetwork platform. After creating the account two
options will appear, click on the option “go to gateways”, as indicated in image 2.



https://www.thethingsnetwork.org/
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Image 2: TTN Platform. Source: The author.

Then, click on “ add gateway”.
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Next, it is necessary to turn on the gateway so as to get the required information to input on to “the things network?”,
such as Gateway|D, GatewayEUI and frequency information, according to image 4.

Image 3: Add Gateway. Source: The author.
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Image 4: Gateway Information. Source: The author.




Then take the information provided by the gateway and enter it according to image 5. Remember that the regulated
frequency range, for this example, in the Brazil region is 902-928Mhz. Because of this, we will add in the “Frequency plan”

the information “United States 902-928 Mhz”. To finish click “Create gateway”.

(

General settings

Gateway ID @ *

ghw-htl

Gateway EUI @

LoRaWAN options

Stes H02-928 MHz, FSB 2 (used by TTN

3C 71 BF FF FF FD E4 48

Gateway name

gtw-htl

Gateway description @

escription; can a

Gateway Server address

naml.cloud thethings.network

Require authenticated connection @

Enabled

Gateway status @

Make status public

Schedule downlink [ate ()

Enabled

Enforce duty cycle

Enabled

Schedule any time delay & *

milliszconds

Gateway updates

Automatic updates

Enabled

Channel

Creato gatoway

Back to the “gateway” tab, we can see the Gateway connected, as can be seen in image 6.

Image 5: Gateway Information. Source: The author.
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Image 6: Gateway Connected. Source: The author.

3. Get the sample code provided on GitHub

To proceed with the next steps, you will need to download or clone the “LoRaWAN_TagolO_DashBoard” project
available in this repository. Review the cloning process in the Getting Started with Git material located in the Fundamentals
Track. After the cloning procedure, use the Wise Studio IDE to compile the code and generate the binary. To perform this
procedure, open the “File” tab in Wise Studio, click on “Open projects from file System”. Then, click “Directory”, select
the downloaded or cloned folder and then click Finish.



https://github.com/htmicron/htlrbl32l/tree/SDK/HTLRBL32L_SDK/Applications
https://docs.google.com/document/d/1B_IaGycMyMtMxKPmMOMs0_1N8JQr8HdP/edit
https://www.st.com/en/embedded-software/stsw-wise-studio.html

After that, right-click on the project's main folder and click on “Build Project”, as seen in image 7. This operation will
compile all the code and therefore build the firmware binary.
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Image 7: Build Project. Source: The author.



3.1 Writing Firmware to the Board

With the binary created, we will write it using the RF-flasher software, as shown in image 8. The procedure to write the
firmware using the RF-flasher is in the text Firmware Recording and Running Tests.

Image 8: Recording the firmware. Source: The author.



4. Creating an applicationon TTN.

In this step, add our “microcontroller” with the LoraWan communication protocol. When you return to the home page,
click the “go to Applications” option and then click “Add application”. As seen in image 9.
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Image 9: Add application. Source: The author.



On the next screen give a name to your application (microcontroller), which in the case of image 10 is named
“htirbI32l-lora”, then click “Create application”.
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Image 10: Create application. Source: The author.




5. Creating a device.

On the next screen, click on the “Applications” created and add a device. To do this, click on “Add end device”, as
shown in image 11.
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Image 11: Add end device. Source: The author.



5.1 Security key set.

Click “Manually” to add the security keys. LoORaWAN 1.0 specifies several security keys: NwkSKey, AppSKey and
AppKey. All keys have a length of 128 bits, similar to the algorithm used in the wifi standard 802.15.4. The AppKey
application key is only known to the device and the application. While the NwkSKey is shared with the network, the
AppSKey is kept private. However, these keys are provided from the microcontroller’s source code to The things network.
To view this information coming from the microcontroller, we are going to need the help of the “termite” software. When you
open the thermite and reset the board, you will get the region and key information. After adding all the keys, finish the
procedure by clicking on “Register end device”.
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Image 12: Security Key Configuration. Source: The author.


https://docs.google.com/document/d/1wcDfACG67k-FTIuJve5y4veqW8n25dD-/edit

Once the security key has been set up, you can see, as highlighted in image 13, the device created.

@ NAM1 Community

BE Overview O Applications o Gateways = Organizations
o support plan (3

plications » htirbl32l-lora » End devices

End devices (1) earch =t Import end devices + Add end device

microcontrolador DE AD BE EF BE EF D.. 0P e AR AP EP PO 6. B

Image 13: Add end device. Source: The author.



5. Sending LoRa data to the gateway

Since the gateway acts as a data bridge between the “End nodes” and the Internet network, as image 14 highlights,
the GateWay sends the data received from the LoRa communication to the LoRaWan network through an Internet

connection.
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Image 14: transmission test. Source: The author.
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